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PURPOSE

The purpose of this project was to facilitate a review of financial internal controls to gain an
understanding of current procedures, internal controls, and potential risks and gaps. The
objectives for this project were to:

e Review the current internal control practices and process documentation.
e Perform the controls risk assessment by reviewing the design of the internal controls
over key financial risk areas.

BACKGROUND INFORMATION

In fiscal year 2020, internal audit developed a multi-year plan to review key financial controls at
each college, university, and the system office on a rotational basis over a five-year period. The
purpose is to facilitate financial internal control assessments at each institution to gain an
understanding of current procedures, internal controls, and potential risks and gaps.

In fiscal year 2023, the third year of the plan, we completed internal control assessments at
four colleges. A summary of results will be discussed with the committee.

The project scope included a review of internal controls for select business cycles such as
cashiering, accounts payable, purchasing cards, tuition billing, budgeting, and banking at the
following institutions:

e Century College e Normandale Community College
e Hennepin Technical College
e Minneapolis College



Project Results:
Financial Internal
Control Assessments
(FY23/Year 3)

Purpose and Objectives

The purpose of the year 3 financial controls review was
to facilitate financial control assessments at select
institutions to gain an understanding of current
procedures, internal controls, and potential risks and

gaps.

The objectives of this project were to:

* Review the current internal control practices and
process documentation.

* Perform the controls risk assessment by reviewing the
design of internal controls over key financial risk
areas.




Fiscal Year 2023 Institutions

Century College

Hennepin Technical College

Minneapolis College

Normandale Community College

In-Scope Business Cycles

Business Office Cashiering

Non-Business Office Cashiering

Banking and Account Reconciliations

Accounts Payable

Purchasing Cards

Inventory

Tuition and Student Billing

Budgeting

System Security Access




Activities Completed

Interviews — Conducted interviews with Business
Office staff and key stakeholders at each respective
institution for each in-scope business cycle.

Documentation review — Reviewed relevant policy,
procedure, and controls documentation at each
respective institution to further develop an
understanding of existing processes, controls, and

related risks.

Results review — Reviewed and discussed results of
the respective financial controls assessment for each
institution with business office staff and key
stakeholders, including any recommendations and
opportunities for improvement to enhance the
internal controls environment.
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Summary of Year 3 Results

Overall, adequate financial
controls appear to exist in
the in-scope business
cycles, and appropriate

processes appear to be in
place in alignment with
established Board policies
and procedures.

Identified internal control
gaps and provided
recommendations to
address the gaps. None of
the internal control gaps
identified are considered
significant.

Identified certain instances
where internal controls and
related procedures can be

further enhanced to reduce
the risks relative to the

specific business cycles for

each individual institution.
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Strengths

Strong review
and approval
controls are in
place for
administering
purchasing
cards and

Key account
reconciliations
are reviewed
on a monthly
EN
Quarterly
certifications
are completed
in accordance
with
established
policies and
procedures.

Robust review
procedures
are in place

for the annual

tuition and fee
rate update
process.

approving

expenses.
Robust

policies and

Purchasing Cards

procedures
exist.

Reconciliations & Bank

Strong
controls exist
within
Marketplace
for contracts
and purchase
requisitions.

Tuition & Fee Rates

Accounts Payable
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Control Improvement Opportunities

System Security

Business Office Cashiering

Tuition and Billing

* Develop a formal timeline
expectation for removal of
employee access from ISRS
and consider embedding
this timeline within an
offboarding checklist to
ensure that ISRS access is
removed timely.

* Conduct a periodic review
of users with access to the
US Bank expense
management system, to
ensure individuals with
access still have an
appropriate business need.

* Review all risky
transactions completed in
ISRS by all cashiersin a
timely manner (at least
monthly) to ensure the
timely identification of
unauthorized or
inaccurately recorded
transactions.

* Develop internal policies
at the respective
institutions to address
discretionary fees in
alignment with
established system
procedure 5.11.1.
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Control Gaps

ISRS/Marketplace

* Gap: There are certain
incompatible roles for
ISRS and Marketplace
users that do not have
a documented
mitigating or
compensating control
within the system,
subjecting the
institution to fraud
risk.

Physical Inventory
Ownership

* Gap: Individuals
responsible for the
ownership of assets
and equipment are
performing the
physical inventory
counts, resulting in
inadequate
segregation of duties.

Physical Inventory
Count

* Gap: An annual
physical inventory
count process is not
completed in
compliance with
system procedure.

Third-Party Award
Fee Adjustments

* Gap: There is no
independent,
secondary review of
the third-party awards
entered in the system,
which may increase
the risk of inaccurate
or inappropriate
entries.
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Ongoing Monitoring

The Office of Internal Auditing performs ongoing monitoring of control gaps.

* Year 1: 5 institutions and the system office

*  Year 2: 7 institutions

*  Year 3: 4 institutions

Control Gaps
Open Closed Total
Year 1 3 - 3
Year 2 2 5 7
Year 3 7 - 7
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Next Steps — Financial Controls Reviews

Initiate and
' perform year 4
financial control

review for

. Refine internal selected
control assessment institutions
tool and interview
questions in

preparation for
@ Monitor progress of year 4

action plans for
recommendations and
improvement
opportunities for year
1, 2, and 3 institutions
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This document is available in alternative formats to individuals with disabilities.
To request an alternate format, contact Human Resources at 651-201-1664.
Individuals with hearing or speech disabilities may contact us via their preferred Telecommunications Relay Service.
Minnesota State is an affirmative action, equal opportunity employer and educator.
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